SUBJECT:
Dropped Vector Anomaly Splinter Meeting

DATE:
November 16, 2005

LOCATION:
Johnson Space Center, Houston TX

TIME CONVENED:
1:00 p.m.
TIME ADJOURNED:
2:00 p.m.
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	mmascari@csc.com
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	Warren
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	Morris
	Joe
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	JSC/GC
	281.483.6874
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	Pepper
	ppowers@pop500.gsfc.nasa.gov
	GSFC/A.I.Solutions
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	Reese
	Norman
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	NASA/GSFC/731
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	Zimmerman
	Patrick
	patrick.l.zimmerman@usa
	JSC/USA
	281.282.3544


II. Introduction
Mr. Warren Mitchell (GSFC) convened the meeting to discuss the dropped vector anomaly.
III. Meeting Review

A.
Mr. Mitchell stated that the goal was to determine how to set up testing to troubleshoot the dropped vector issue.  He suggested that it would be best to start with the FDF to WSC interface since FDF transmits approximately 300 - 500 vectors to WSC on a daily basis.  NISN could determine the best method for monitoring the transmissions over a 12-hour period and WSC could do a one to one verification.  Mr. Mitchell noted that if this approach does not provide any insight into the problem, he would be open to suggestions.  Mr. Mitchell commented that he suspects dropped vectors have been occurring between FDF and WSC for as long as dropped vectors have been occurring between FDF and JSC.
B.
Mr. Mitchell stated that during a simulation with JSC in March 2005, twenty TDRSS vectors were transmitted with one drop which was considered a one-time anomaly.  Mr. Rick Kraesig (JSC) noted that the vectors were retransmitted the following day and the problem occurred again.  However, on both days the vectors were retransmitted immediately after the first test and all of the vectors were received.  Following that, testing was conducted for seven consecutive days without duplicating the problem.  Mr. Mitchell noted that the problem was next observed on July 13 followed by six instances during the STS-114 mission.  Mr. Kraesig added that there are no problems with the ISS program receiving vectors from GSFC, only with the Shuttle program.
C.
Mr. Mitchell asked what NISN would need to support the testing.  Mr. Shawn Belton noted that the IPNOC would be monitoring the transmissions during testing and they are staffed 24x7.  It was noted that the SCUDs log the number of packets transmitted but not the number of vectors.
D.
Mr. Jim Cappellari stated that in essence blocks are being dropped not just a vector.  UARS and ERBS recently transmitted three vectors in one block.  In a case involving ERBS, a dropped block resulted in a 4-hour period of no ephemeris data that was discovered when preparing for the next SHO.  It was determined that the ephemeris data had been sent in the vectors that were in the block that was dropped.  Mr. Mitchell noted that this was the first indication that there was a problem other than between JSC and FDF.  Mr. Bob Gonzales (WSC) stated that WSC had noted a similar observation during a HST support earlier in the year, but a follow up investigation could not identify what to attribute the problem to.
E.
Mr. Mitchell asked if WSC could count the number of blocks/vectors received over the course of an event.  It was noted that WSC could account for the vectors received if FDF could provide a listing of the number of vectors to expect.  Mr. Mitchell noted that FDF could provide a listing of what to expect for specific missions.   Mr. Gonzales stated that consideration is being given to capturing the incoming records in the ANCC; however, WSC needs to better understand how the transmissions from FDF occur.  It was noted that the data is sent in NASCOM blocks inside a UDP format and multicast.  It was noted the ANCC is not staffed 24x7.  Mr. Mitchell noted that FDF would probably be sending vectors during normal working hours.  Mr. Mitchell indicated that this would be a good premise to start with for the testing.
F. Mr. Tom Holub (WSC) asked has there been any thought given to what to do since UDP is being used and UDP is unreliable.  Mr. Mitchell noted that dropouts between FDF and JSC can be immediately resolved because that interface is monitored during real-time supports, but that is not always the case with the FDF to WSC interface.  It was noted that several recommendations had been made including to insert a time delay between blocks from FDF to JSC.  It was noted that during testing with IPNOC, it was revealed that out of sequence blocks were being dropped, but testing has not been able to isolate the problem.  Mr. Mitchell indicated that FDF’s NASA management does not want to make any changes at this point because the cause of the problem is unknown.  It was noted that the next SCUD software delivery may provide some resolution.  It was noted that currently the FDF system is not configured to receive acknowledgements back for blocks transmitted.  Mr. Holub suggested that a method should be implemented now to detect every instance of a dropped vector, and reiterated that the ANCC could be configured for that purpose.  The main item would be that WSC have a list of what to look for to compare to what they receive.  Mr. Mitchell noted that FDF would provide WSC a listing to of what vectors to expect.  Mr. Cappellari added that the emails FDF generates for supports include the vector count.  Mr. Holub noted that WSC also has a FTP vector capability and asked if FDF could send the emails via FTP and UDP so that WSC could compare the two.  Mr. Mitchell noted that he did not know if FDF was configured to support that function.  Mr. Mitchell stated that once the problem is better understood, FDF,s NASA management would reassess FDF’s options.  Mr. Mitchell accepted an action item to coordinate with WSC and IPNOC to develop a test plan, and requested that WSC proceed with configuring the ANCC.
G. Mr. Cappellari noted that a better understanding is needed regarding how IPNOC handles out of sequence blocks, particularly with respect to the Type 8 vectors for Shuttle.  Mr. Norman Reese (GSFC) noted that currently, the SCUDs do not pass blocks that are out of sequence; however, the next software release for the SCUDs will allow out of sequence blocks to pass.
H.
Mr. Reese stated that there are two separate issues.  The first issue is that one out of twenty blocks transmitted from FDF to JSC is being dropped.  It appears that the first block is being dropped because the multicast table in the router is flushing if there is no activity in the router over a period of time.  Mr. Kraesig noted that JSC has observed that sometimes the first block is dropped or sometimes the second block is dropped.  In addition, there is a time delay in the transmissions from JSC to FDF and the problem still occurs.  Mr. Reese noted that the second issue regarding the problem from JSC to FDF is being investigated.  Mr. Reese stated that circuit assurance blocks (CAB) and No Ops blocks are commonly used throughout the network to establish a data path before real data is put online.  Most of the data flows go through SCUDs or other devices that utilizes a clock, so there is a concern with transmitting back to back blocks.  Mr. Cappellari noted that within a one week period, a block was dropped doing a UARS support and a block was dropped during an ERBS support.  In both cases, it was the second block that was dropped.  Mr. Reese noted blocks can drop at any time as this is UDP protocol and anytime there is a WAN error along a data path, the packet may not be retransmitted.  The network is carefully managed and coordinated, and there have been minimal dropped packets on the network.  Mr. Reese stated that if a user experiences a dropped packet during a data flow, they should report it and the WAN path can be checked for errors during the period in question.  UDP protocol is very good for time sensitive data but it does not guarantee that every packet transmitted will be received.  Mr. Reese noted that NENS has agreed to provide a Network Operations Manager (NOM) to assist with testing.
I.
Mr. Cappellari stated that if out of sequence vectors are passed to WSC when FDF is in the auto throughput mode, it could cause a problem.  Mr. Reese noted that it depends on what application is running.  Following a brief discussion on this issue, it was noted that perhaps Mr. Scott Robinson (GSFC) could provide more information on this subject.
J.
Mr. Reese stated that more monitoring of blocks is needed at the beginning, middle, and end of the data path.  Since this is multicast, it is also helpful to subscribe at multiple locations using SCUDs.  It was noted that WSC does not have a SCUD.  Mr. Reese noted that he would check into sending WSC a SCUD.  Mr. Holub noted that WSC would be supporting the NTR effort until January 2006.  Mr. Reese stated that it would be beneficial to have a list of customers who have reported problems and those who have not.  Mr. Mitchell suggested starting with simplistic testing for now using the ANCC at WSC until testing with the SCUD is available.
K. Mr. Mitchell asked if there was any history of other types of data blocks being dropped.  Mr. Reese noted that there have been a couple of cases over the years, but seldom are UDP block drops noticed or reported.  Several years ago, there was a 300-millisecond delay in one packet being output every 30 minutes during a transmission to JSC that took 400 man-hours to resolve.  Mr. Kraesig noted that JSC had not observed dropped blocks for any other data types.  Mr. Gonzales noted that there have been some scheduling messages dropouts between WSC and users.
L. Mr. Reese noted that there are plans to chart every piece of equipment in the GSFC to JSC and GSFC to WSC interfaces to determine if there is any commonality related to this problem.
IV. Action Items

Action Item:
Dropped Vector Anomaly-1105-01

Assignee(s):
Warren Mitchell (GSFC)

Action:
Coordinate with WSC and IPNOC to develop a test plan for the dropped vector anomaly.

Due Date:
[TBD]
(Original Approved by)
Warren Mitchell/GSFC
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