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INTRODUCTION

Mr. Bill Gainey convened the March 29, 2006, Network Support Group (NSG) Dropped Vector splinter meeting to discuss issues and testing pertaining to dropped vectors on the Space Network (SN) (refer to the presentation, Dropped Vector Anomaly).  The dropped vector anomaly is occurring on three legs of the network:  Flight Dynamics Facility (FDF) to Johnson Space Center (JSC), JSC to FDF, and FDF to the White Sands Complex (WSC).  When the anomaly occurred, vectors were retransmitted.  The anomaly occurred frequently enough to be considered a concern and a Tiger Team was formed.  
DISCUSSION ITEMS

A. Testing and analysis has indicated that there may be more than one problem.
B. A workaround satisfactory to JSC, WSC, NASA Integrated Services Network (NISN), and JSC is in place.  Vectors will be retransmitted.  

C. The FDF to JSC problem has been identified and is being corrected.  The problem is intermittent, but predictable.  The first housekeeping block of the User DATAGRAM Protocol (UDP) is dropped due to an out-of-sequence block.  Test Small Conversion Devices (SCD) were installed at the White Sands Ground Terminal (WSGT) and Second Tracking and Data Relay Satellite (TDRS) Ground Terminal (STGT) to assist in trouble shooting.  SCD Release 6.1 is being tested.  The release contains the fix for the out-of-sequence block.  There have been no out-of-sequence blocks with the new release.
Ms. Lesley Rahman stated that the cause of the out-of-sequence blocks is still not known.  Mr. Gainey stated that this is a known and regular problem with the UDP protocol.  Using TCP/IP may eliminate the problem.
D. The JSC to FDF dropped vectors have been traced to a problem with a SCD.  Corrections were made and the last instance occurred on February 7, 2006.
E. The FDF to WSC dropped vectors are believed to be caused by a corrupted dynamic routing table.  The table was cleared on March 6, 2006.  There have been two occurrences since the table was cleared and reset.  Prior to refreshing the table, the anomaly was occurring every 10 minutes.  However, the vectors being transmitted from to FDF to WSC reach the ANCC at WSC, but not the DSMC.  Mr. Randy Honeycutt stated that there was a different signature for the problems.  This appears to be two different problems and additional testing is required.
F. Mr. John Hankinson asked if there are plans to flush the router table prior to the next launch.  Mr. Honeycutt replied that it may be necessary to do that.  Mr. Hankinson stated that an Interim Support Instruction (ISI) can be issued.  Mr. Morse asked if there has been any history of router table degradation.  Mr. Honeycutt stated that he was not sure.
Mr. Morse stated that he was worried about resetting a piece of equipment and introducing new problems.
G. Mr. Bob Gonzales stated that when the last two instances occurred, he contacted the IPNOC directly; however, in the future, he will work directly with Mr. Gainey.
Ms. Rahman stated that procedurally, Mr. Gainey is responsible for following up with NISN to check the logs prior to being wiped.  When the problems occur, Mr. Gainey needs to be informed.  Mr. Honeycutt stated that if Mr. Gainey is not available, the Comm Mgr should be informed.

H. Mr. Gainey stated that he did not know how long the test SCDs would remain in place.  Mr. Honeycutt stated that they would probably remain through the next mission at least.  Mr. Gonzales stated that the SCDs were put in place as test equipment, if the configuration is to have any permanence, an Engineering Change (EC) will have to be written.  Mr. Randy Honeycutt accepted an action item to contact Mr. Norman Reese to determine how long the test SCDs will remain at WSGT and STGT (action item NSG-DV-0306-01).

I. Mr. Gainey stated that there are three scenarios that cause vectors to be dropped: corrupted tables in the routers, out-of-sequence UDP packets, and the occasional dropped block due to a sequence error.

J. Mr. Morse asked if this is a new problem.  The network has been transmitting vectors for years.  Mr. Rick Kraesig stated that the problem was noticed a year ago.  Mr. Gonzales stated that there had been only a couple of drops a year, but the instances increased coincident with the change in the router tables.  Mr. Honeycutt, stated that once the router tables were refreshed, there have been only two instances (FDF to WSC).  

K. Possible solutions are the use of Keep Alive packets for the WSC-FDF-JSC interfaces and FDF transition to TCP/IP.  Keep Alive packets are packets sent to WSC periodically, so that the network never goes inactive.  The packets are sent by NISN.  The change to TCP/IP is not just a change for the FDF, but would be for the network.  The use of Keep Alive packets is an operational workaround.  Mr. Morse stated that this is a workaround that is understood.  He asked if a launch simulation has been conducted since the router refresh.  Ms. Rahman replied that one has been conducted.  Mr. Harry Schenk stated that work should be conducted to ensure that the possible solutions have no other effects.  
L. Mr. Gainey stated that the next steps are to continue to monitor the problems and for the Tiger Team to continue its work.  Mr. Kraesig stated that JSC will continue to monitor the problem.  
M. In summary, it was stated that:

1. The test SCDs should remain in place.  The interface should continue to be monitored and the logs reviewed when problems occur.

2. Additional testing should be scheduled.  Testing of Release 6.1 should continue.  The out of sequence blocks are inherent to the protocol.  The new software release will handle the problem.  
3. Testing of the JSC to FDF interface should continue to attempt to recreate the problem.
ACTION ITEM REVIEW

The following action item was assigned at the March 29, 2006m NSG Dropped Vector splinter meeting:
NSG-DV-0306-01
Randy Honeycutt/GSFC/NISN

ACTION:
Contact Mr. Norman Reese to determine how long the test SCDs will remain at WSGT and STGT.
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