REQUEST FOR ACTION (RFA)

1. Review Type 2. RFA No. 3. Review Date
SNG System Requirements Review 05 11/16/09
4. Title

SFTP requires encrypted ssh tunnels.

5. Action

NISN has a policy that forbids encrypted tunnels and traffic through its firewalls. Any delivery of post
pass data with SFTP outside of the RIOnet requires an approve waiver from NISN/IOnet. IOnet
suggests following the NEN standard for post past delivery using FastCopy.

Reference

Req line 51

6. Originator/Organization/Telephone No./E-mail

Chris Spinolo/ Code 762, 6-7552, chris.spinolo@nasa.gov

7. Assigned To/Organization/Telephone No./E-mail Due Date
Chris Finegan, SGT, cfinegan@sat-inc.com, 301-352-4807 12/16/2009

8. Response

For RBSP and GPM support, all traffic will remain within RIONet.

SoftLink, the vendor that sold FastCopy, states that the product is no longer available. They are now
pushing products called RepliWeb R-1 and RepliWeb R-MFT. Further evaluation will be performed if
necessary to support future missions. For RBSP and GPM support, no change to requirements will
be made.

9. Response By/Organization/Telephone No./E-mail Date Prepared
Chris Finegan, SGT, cfinegan@sgt-inc.com, 301-352-4807 11/25/2009
10. Originator Contacted (] ~no X Yes Date 12/9/2009
11. Disposition E Open D Deferred [:I Closed |:] Withdrawn

12. Comments

7
Harry Shaw — Review Board Chair Date




