	REQUEST FOR ACTION (RFA)

	1.  Review Type
	2.  RFA No.
	3.  Review Date

	USA System Definition Review
	10
	10/1/08

	4.  Title

	Maintaining SMTF Isolation 

	5.  Action

	Slide 110 - External interface to WSC via NISN (Closed IONet?) for remote software development support is called out.  The current Software Maintenance & Training Facility (SMTF) is configured as a single network for all systems being maintained to support the significant CM effort required.  There is NO external access permitted.  Any external link for software support would require establishing and maintaining a separate network of equipment in the SMTF (and probable additional equipment due to existing resource constraints), a bulk-encrypted interface to the USA DT&T (not through the Closed IONet),  probable formal certification of physical security of the USA DT&T, and ensured isolation of the activities from any access from the Closed IONet through other connections shown in diagram.  Please replan or provide more details.
(If you show design in a slide, there must have been design happening - this needs addressed before the design in completed and discussed at PDR)


	
	Reference

	
	     

	6.  Originator/Organization/Telephone No./E-mail

	Richard Pearce, CISSP   WSC IT Security Coord   575-527-7098   rpearce@mail.wsc.nasa.gov

	7.  Assigned To/Organization/Telephone No./E-mail
	Due Date

	NENS
	

	8.  Response

	Agree with the originator. The detailed design for the remote interface was not conveyed in the SDR slides but will be added to the Operations Concepts Document. The preliminary design concept is to provide a separate and isolated network for personnel at the WSC to utilize to provide remote software development support for the effort that will be on-going at the DT&T location on the 2nd floor of Building 13.  The preliminary design will include a separate secure interface that does not connect to any WSC LANs inside or outside of the WSC firewall. It will consist of an encryption/decryption device on each end (similar to a Racal device).  The DT&T project will provide a small number of workstations and the necessary additional equipment and interface cabling at the WSC location to support this remote interface. The majority of the development will occur at the DT&T.  A complete preliminary design that will address this interface will be provided at PDR.  In addition, prior to PDR, a review of the proposed design will be provided to the WSC for their comment to ensure the product proposed will address the needs of the project as well as eliminate any risk to the SN at WSC.

	9.  Response By/Organization/Telephone No./E-mail
	Date Prepared

	JoAnn Sidotti and Barry Lusby/HTSI Engineering Development/301-805-3244
	10/16/08

	10.  Originator Contacted
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  Yes
	Date
	10/17/08

	11.  Disposition
	 FORMCHECKBOX 
  Open
	 FORMCHECKBOX 
  Deferred
	 FORMCHECKBOX 
  Closed
	 FORMCHECKBOX 
  Withdrawn

	12.  Comments

	From: Rich Pearce [mailto:rpearce@mail.wsc.nasa.gov] 

Sent: Tuesday, December 09, 2008 10:06 AM

To: Sidotti, Joann K.

Cc: Lusby, Barry W

Subject: Fwd: RE: RFA - 10 

Joann,

Per your phone call and message, please use this message with the 25 Nov

message included as my approval to close RFA 10 as the info, at the

concept 

level, answers my RFA concerns. I await the actual design.

Rich Pearce, CISSP

WSCD IT Security Coord.

5785-527-7098


	13.  Approval
	
	    

	
	___________________________________________________

Steven Townes – USA Review Board Chair
	__________________
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