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	3.  Review Date

	USA System Definition Review
	452-11
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	4.  Title

	Issues in Maintaining WSC CDCN Isolation 

	5.  Action

	Multiple BIG concerns related to maintaining isolation if the WSC CDCN network and computers (Mission Essential Infrastructure) from potential back door access from equipment with an external path access and TCP/IP link to the CDCN ADPE.

 - Slide 60 - Status/Control Interface for CxP gateway -  no indication of protocol planned but based on other slides assumed to be TCP/IP which cannot be permitted.  The link must be serial from the ADPE, either through existing subsystem controllers, Small Conversion Device (SCD) or other converter.

- Slide 64 - TDMP - IP Interface to NISN Network and "DECnet" interface to EXEC ADPE??  How is DECnet interface to happen?  Another Alpha server on the CDCN LAN that's also connected to NISN external net - Not possible - redesign.

-  Please correct interfaces or demonstrate how the isolation of the CDCN network is to be maintained.




	
	Reference

	
	WSC-PLN-0088 - MEI System IT Security Plan

	6.  Originator/Organization/Telephone No./E-mail

	Richard Pearce, CISSP   WSC IT Security Coord   575-527-7098   rpearce@mail.wsc.nasa.gov

	7.  Assigned To/Organization/Telephone No./E-mail
	Due Date

	Chuck Kozlowski/NENS/301.805.3182/chuck@sneteam.com
	

	8.  Response

	Status/Control Interface for the CxP Gateway

The status/control interface is currently antipicated to be TCP/IP running on the dual isolated SN LAN between the DIS ADPE and the CxP Gateway, this design detail will be developed and presented at the USA Preliminary Design Review (PDR).  Regarding the use of TCP/IP and controlling devices within the SN,  since the LAN A/B within the SN is isolated (no connections to any external network) then there should be no problems with this architectural approach.  The use of Serial Conversion Devices (SCD) has been a legacy implementation which will be implemented where necessary but a more modern approach (ethernet using TCP/IP) will be implemented when practical.  The SN SNE-East program made use of this architectural implementation (TCP/IP over ethernet)  for control /status of modems, switches, up/down converters and this was deemed acceptable by NASA at the SNE PDR and CDRs.  In summary, TCP/IP over ethernet will be used for control/status for new equipment since that is the industry standard and it has been successfully deployed on SGLT-7 (SNE-East).  

TDMP/IP network interface to NISN

Current plans are to interface the TDM Processor (TDMP) with the CxP Router (owned by NISN) via IP over Ethernet.  A similar configuration is used for the PTPs which interface to the NISN network using IP over Ethernet so precedence has been established.  The design details are being developed and will be presented at the Preliminary Design Review (PDR)

Isolation of the CDCN network

There are elements within the USA design which will have an IP data connection to a CxP Router (NISN) and IP control/control connection to the local SN LAN.  This design construct will be developed and presented at the Preliminary Design Review (PDR).  It is acknowledged that proper isolation will need to clearly demonstrated in order to satisfy SN network security ground rules.
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	12.  Comments

	From: Rich Pearce <rpearce@mail.wsc.nasa.gov>

Date: Fri, 20 Mar 2009 08:10:22 -0600

To: <Charles.S.Kozlowski@nasa.gov>

Cc: <richard.morrell@honeywell>

Subject: USA RFA Closure

Chuck,

Per our discussion today, I agree with closure of my USA SDR RFAs 11, 12 &

13, but with provision for getting documented responses from NISN security

regarding the network interfaces to NISN and potential dual homing issues.

Rich Pearce, CISSP

WSC IT Security Coord

575-527-7098 
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	___________________________________________________

Steven Townes – USA Review Board Chair
	__________________
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