	REQUEST FOR ACTION (RFA)

	1.  Review Type
	2.  RFA No.
	3.  Review Date

	USA System Definition Review
	452-13
	10/1/08

	4.  Title

	USA System/Network Security Boundaries Are Not Clearly Defined 

	5.  Action

	Unnumbered Slide (slide 100 in package) -  USA System Boundaries is the slide title but there is no indication of how security boundaries are to be implemented - just boxes, ovals and lines.  No differentiation of isolated CDCN as an entity compared to other systems thus leading to external backdoors into CDCN.  Example - the NCCDS to DIS link is RS422 (serial) through a Small Conversion Device (SCD).  
Please show actual boundaries and mechanisms to establish the boundaries (either through serial links, firewalls, etc.).


	
	Reference

	
	NPR 2810.1A

	6.  Originator/Organization/Telephone No./E-mail

	Richard Pearce, CISSP   WSC IT Security Coord   575-527-7098   rpearce@mail.wsc.nasa.gov

	7.  Assigned To/Organization/Telephone No./E-mail
	Due Date

	Joe Clark/ITT/301-486-4227/Joe.Clark@ITT.com
	

	8.  Response

	The focus of the referenced slide was protection based on the new components that USA will introduce into the SN.  It was presented in the context of an overall description of the USA architecture, interfaces and data flows.  The narrowed focus is intended to efficiently address security issues raised by changes associated with the introduction of USA into the SN network.  The attached power point file pulls together the relevant architecture and interface information from the SDR presentation in support of the proposed security boundary.

Information is exchanged across the boundary as follows

DIS ADPE will continue to use DecNet for control and monitor.

The CxP Gateway(s) will use ethernet to interface with the CxP Router(s); DecNet to interface with the DIS ADPE; RS-422 to interface with the LRDS; ECL clock and data to interface with the HRDS and UHRDS; and SCSI-III/Optical with the RSDR

The CxP Routers, which will be managed by NISN,  will use Ethernet to interface with the CxP Gateway; IP to interface with the AOS Router and the TDM Processor (TDMP) and to communicate through the CxP network.

The AOS Router will use RS-422 clock and data to interface to the LRDS and IP to interface with the CxP Router.

The Ultra High Rate Data Switch (UHRDS) and the IF switch are return link only -- data flows out but not in.

SNAS will be modified by adding a new CxP server which interconnects with SNAS Closed server through the NISN Secure Gateway and interconnects with the CxP clients through the CxP network.  The implementation has not yet been determined but it should be patterned on the current Open IONet interface to SNAS. 


	9.  Response By/Organization/Telephone No./E-mail
	Date Prepared

	Joe Clark/ITT/301-486-4227/Joe.Clark@ITT.com
	10/22/08

	10.  Originator Contacted
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  Yes
	Date
	     

	11.  Disposition
	 FORMCHECKBOX 
  Open
	 FORMCHECKBOX 
  Deferred
	 FORMCHECKBOX 
  Closed
	 FORMCHECKBOX 
  Withdrawn

	12.  Comments

	From: Rich Pearce <rpearce@mail.wsc.nasa.gov>

Date: Fri, 20 Mar 2009 08:10:22 -0600

To: <Charles.S.Kozlowski@nasa.gov>

Cc: <richard.morrell@honeywell>

Subject: USA RFA Closure

Chuck,

Per our discussion today, I agree with closure of my USA SDR RFAs 11, 12 &

13, but with provision for getting documented responses from NISN security

regarding the network interfaces to NISN and potential dual homing issues.

Rich Pearce, CISSP

WSC IT Security Coord

575-527-7098 


	13.  Approval
	
	     

	
	___________________________________________________

Steven Townes – USA Review Board Chair
	__________________
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