	REQUEST FOR ACTION (RFA)

	1.  Review Type
	2.  RFA No.
	3.  Review Date

	USA System Definition Review
	452-17
	10/1/08

	4.  Title

	Security clarification relative to bitstream

	5.  Action

	The presenter indicated there was no security concern with bitstream data. If this was said I would appreciate clarification of the comment. My current view regarding bitstream is the designation of bitstream means only that we don't have the mappings to decode it which tells us nothing about whether or not there might be an embedded security concern.
Note: I will be on annual leave starting 10/3 with return on 10/14.


	
	Reference

	
	Security section, verbal comment from presenter

	6.  Originator/Organization/Telephone No./E-mail

	Larry Schneider  / Cx SAVIO Network  / 256.544.6912

	7.  Assigned To/Organization/Telephone No./E-mail
	Due Date

	Joe Clark/ITT/301-486-4227/Joe.Clark@ITT.com
	

	8.  Response

	[To clarify, the statement referred to above was made by Joe Clark during the SDR with respect to the security of the control and monitor network at WSC in response to a question about IP bitstream and the USA].

The USA as a part of the SN is designed to provide a bent pipe transport to and from spacecraft.  The contents of the data are transparent to the SN.  So this bitstream data is a stream of bits which has no processing performed on it by the SN as opposed to service requests, which contain information that must be processed by the SN.  Protections must be provided by the SN only on all paths that carry information that are to be processed by the SN.
The use of a TCP/IP network for communication of sensitive command and telemetry data raises security issues at the same time that it bestows operational benefits. However, USA is not proposing this at this time.



	9.  Response By/Organization/Telephone No./E-mail
	Date Prepared

	Joe Clark/ITT/301-486-4227/Joe.Clark@ITT.com
	10/22/08

	10.  Originator Contacted
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  Yes
	Date
	11/6/08

	11.  Disposition
	 FORMCHECKBOX 
  Open
	 FORMCHECKBOX 
  Deferred
	 FORMCHECKBOX 
  Closed
	 FORMCHECKBOX 
  Withdrawn

	12.  Comments

	-----Original Message-----

From: Schneider, Larry [mailto:larry.schneider@nasa.gov] 

Sent: Thursday, November 13, 2008 3:41 PM

To: Gilliland, Denise - AES

Cc: Dissanayake, Asoka - AES; Frank Herman; Clark, Joe - AES

Subject: RE: USA SDR RFA 17

Your RFA 17 response is more than satisfactory. Thank you.


	13.  Approval
	
	     

	
	___________________________________________________

Steven Townes – USA Review Board Chair
	__________________

Date


PAGE  
450-FORM-0002 (05/04)

Revision 2


