	REQUEST FOR ACTION (RFA)

	1.  Review Type
	2.  RFA No.
	3.  Review Date

	USA System Requirements Review
	452/345-40
	5/12/08

	4.  Title

	No IT Security Concept

	5.  Action

	In light of RFA "Layer 3 Functions of Gateway... " the reliance on "we are only L2" as a security posture for connected networks is not valid. 
Recommend removal of supplemental requirements from the project. Manage supplemental requirements at a higher level.
7/9/08- The updates to the SRD are acceptable. Chris has accepted this RFA response.

	
	Reference

	
	

	6.  Originator/Organization/Telephone No./E-mail

	Chris Spinolo GSFC 732  michael.c.spinolo@nasa.gov 301-286-7552

	7.  Assigned To/Organization/Telephone No./E-mail
	Due Date

	Joe Clark/ITT Code 452/301-486-4227/joe.clark@itt.com
	May 26, 2008

	8.  Response

	Part 2 of 2: The supplemental requirements designation will be removed from the USA SRD.
Part 1 of 2: The main issue is separation of Constellation traffic from IONet traffic.  This separation is a requirement (4.2.1.f) but details of the design and implementation are not yet available.
The following is text that will be added in the SRD:

USA functions performed on customer data are limited to the OSI layers 1 and 2 only. OSI layer 3 functions such as customer data routing based on IP address and Quality of Service (QOS) provisioning, including bandwidth management, are not performed by the USA. Customers requiring IP data transport through the SN must ensure that the traffic offered to the network matches with the bandwidth allocated on the RF link, and the IP datagram size matches with the underlying network frame size.

USA performs higher layer functions (layer 3 and above) to provide the following services:

                      WDISC

                      SLE

                      Radiometric Tracking data delivery

                      Delivery of line outage recording

These services require a TCP/IP connection between the USA Gateway and the customer MOC. Data flow diagrams illustrating the OSI layer processing involved in each of the above service are provided by the USA Concept of Operation document.

Also, see RFA #36 response for additional clarification on isolation of different networks connecting to the USA

	9.  Response By/Organization/Telephone No./E-mail
	Date Prepared

	Joe Clark/ITT Code 452/301-486-4227/joe.clark@itt.com
	May 20, 2008

	10.  Originator Contacted
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  Yes
	Date
	7/9/08

	11.  Disposition
	 FORMCHECKBOX 
  Open
	 FORMCHECKBOX 
  Deferred
	 FORMCHECKBOX 
  Closed
	 FORMCHECKBOX 
  Withdrawn

	12.  Comments

	Re: NISN - USA SRR RFAsFrom: Gilliland, Denise - AES [Denise.Gilliland@itt.com]

Sent: Wednesday, July 09, 2008 4:16 PM

To: Spinolo, Michael C. (GSFC-732.0); jonathan.a.operchuk@nasa.gov

Cc: Dissinger, Neil R. (GSFC-450.0)[SGT]; Frank Herman; Tasaki, Keiji K. (GSFC-452.0)

Subject: FW: NISN - USA SRR RFAs

Attachments: USA SRR RFA_41 Mon&Con External IF.doc; USA SRR RFA_34 Scheduled NISN IF.doc; USA SRR RFA_35 Layer 3 Functions.doc; USA SRR RFA_37 Layer 2 and 3 confusion_AD .doc; USA SRR RFA_40 IT Sec Concept 20may08 jc.doc; USA SRR RFA_33 SN-NISN ICD DCN FH.doc

Chris, 

The 6 NISN-USA RFAs are attached and are listed below

From today’s meeting, RFAs 35, 40 and 41 have been agreed upon and will be closed per your agreement, with the updated response, unless you notify us otherwise.

The remaining open NISN RFAs are RFAs 33, 34, and 37.  Their closure will be dependent upon progress made at the newly defined USA working group meeting. The response to those RFAs have also been updated. If you have any questions, please let me know.

I believe we are shooting for Mondays at 10 am for the working group meeting but a notice will be sent out.

Thanks,

Denise



	13.  Approval
	Signature on file
	7/16/08

	
	___________________________________________________

Carolyn Dent – USA Review Board Chair
	__________________
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